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What Trends are
Shaping the Future 
of the Workforce?



The Vanishing Career 
Ladder
Will Entry-Level Jobs 
Rebound?



Access to Entry-Level Opportunity
Is Inconsistent



The Cybersecurity 
Care e r Lad d e r is
Missing a Rung

Employers request heightened 
education and experience levels, 

preventing new workers from 
entering the field
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We Need More Cyber Workers, But
The Talent Pipeline is Clogged

We don’t have enough 
entry points to 

cybersecurity, creating 
a dearth of experienced 

talent



The AI Turning Point
Will Hype Transform into 
Operational Maturity?



AI Adoption is
Spreading Across Organizations



AI is Driving
Skill Evolution in Cybersecurity

AI and related skills account for many of 
the fastest-growing skills in cyber

Since 2023,

23%
of key cybersecurity skill requirements 

have changed



Generative AI is
Reshaping Cyber Workflows

Estimated Share of Work Automated or 
Augmented by GenAI: Infosec Analysts

Task
Estimated Annual 

Cost Per Task 
Without AI

Frequency of 
Task Automated 

with GenAI

Frequency of 
Task Augmented 

with GenAI

Modify computer security files to incorporate new 
software, correct errors, or change individual access 
status.

$15,657 64% 0%

Develop plans to safeguard computer files against 
accidental or unauthorized modification, destruction, 
or disclosure and to meet emergency data 
processing needs.

$14,104 0% 42%

Perform risk assessments and execute tests of data 
processing system to ensure functioning of data 
processing activities and security measures.

$7,351 71% 22%

Coordinate implementation of computer system plan 
with establishment personnel and outside vendors. $4,661 68% 23%

Document computer security and emergency 
measures policies, procedures, and tests. $4,123 51% 36%

17% - 26%

Highest-Value Tasks GenAI is Automating or Augmenting: 
Infosec Analysts



The Top-Heavy 
Organization
Will Managers Drown in 
Added Responsibility?



Responsibilities are
Piling Up for Managers

From 2022 – 2024, managerial 
employment grew by

1.1 Million
This was the largest

absolute increase of any job family



Skills in Managerial 
Cyb e r Role s
Are Changing 
Rapidly

CISOs and Cyber Managers see their 
skill requirements shifting faster than 

almost any other role



Cybersecurity 
Manag e rs
Need Future -
Proofing

78%
Share of cybersecurity managers with no prior 

managerial experience

11 Years
Average length of time since cybersecurity 

managers graduated with their most recent degree



The Talent ROI 
Reckoning
Will Organizations Learn to 
Maximize Talent 
Investments with Strategic 
Planning?



Employers are Prioritizing
Strategic Workforce Planning

In 2025, employer demand for skills 
related to workforce planning and 

talent strategy jumped

43% YoY



Many emerging 
cybersecurity 

skills 
boost 

salaries by 
$10k-$20k+

Cyber Employers Can Boost Talent ROI by Training for
High-Growth, High-Value, Undersupplied Skills



Removing a BA requirement
Saves $16,000 and grows 

entry -level candidate pool by 
61% 

Eliminating  sp e cific ce rtification re q uire me nts
Drops average salary costs by  

$9,000

Build ing , not b uying , e me rg ing  cyb e rse curity 
skills

Saves $10,000+ for each 
emerging skill 

Sample Cybersecurity Job Requirements

Cyber Employers can Improve Hiring Outcomes by
Rightsizing Job Requirements



How Can Employers
Boost Cyber Talent 
Resilience and ROI?



Quantifying the
ROI of Cyber Talent 
Resilience



Skills-based, Talent-friendly Practices 
Generate the Highest Returns 

Average Productivity Loss Avoided Per Cybersecurity Worker by Selected Talent Practices 
(based upon average increased tenure and decreased time to fill)



Despite the Value of These Practices,
Adoption is Uneven

Talent Savings to Employers vs. Share of Employers Leveraging Practice

None of the highest-value 
talent practices are 

leveraged by more than 
55% of employers



Employers Can
Differentiate 
Their Talent 
Practices

Talent Practice Prioritization Matrix



Continuously 
Optimize Your 
Talent Strategy

Continuous Talent Optimization Framework
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