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Different From Most Educational Experiences

* For weekly meetings
* Mic and video

« Themes throughout this experience will be maximizing your employability
« Attitudes, perspectives, insights, principles, proverbs, etc

* Roles
* Facilitator, Employer/manager
* Questions — Good and bad question



Intermet

Router- WAN
wos/password123
EthO: 10.1004.5

Eth1: 1723109

e e
A A

Kali- 1723106
Default GW:
1723109

Kali/kali

EthO: 192.168.6.1

Firewall
adminy/ pfsense <
WAN- 17231015 %*&\ Router- LAN
DMZ 10012 N

LAN: 192.1686.2

watta/password 123

Eth1: 192.168.1.1

Screened Subnet- 100.1 X

Windons RHEL Database
Webserver 2012 Uid o
Administrator/ AR
user
password 123 100.1 200
100.1.100 o

Internal LAN- 192.168.1.1

Windows 7

RHEL Client AD/DNS
Playerone/ Uid/Pw set by user Administrator/
Pl 1921681101 Asecurepasword 1 23|
192.168.1.100

132.168.15




Business Concept

Project
Management

Account
Management

Web Management

Database
Management

Task

Identified three goods

Identified three
services

Gantt Chart

Visio diagram of
network
FedRAMP System
Security Plan

Network
authentication
Admin account
User accounts
Guest user
account(such as
consultant)

Web site created
Shopping cart
purchase goods
Purchase service

Database setup

Query db re goods

Measure
List of items submitted

List of items submitted

Completed Chart Posted
Diagram is accurate - information is
correct

Accurate and complete

Access the network admin console
Log in as admin
Log in as user

log in as a guest user

Access website from browser
access shopping cart on website
purchase a good

purchase a service

Access database interface
Query database for list of goods and
other queries

Email

Scripting

Workstations

Analytics

Email server setup
User accounts get
email access

users can email
each other from

within organization

Automate admin
tasks with python

1 Windows 1 Red
Hat
Users can

access/authenticat

e to network

Users can email
Access to
website/helpdesk
Access other
services
Appropriate
software to do
work

Network
monitoring

Access the email server admin
interface

Create a new user. Test email
account.

Compose and send email to
other user. Check that it is
received.

Script is run and behaves as
intended

Authenticate as any user and
access network as appropriate
Compose and send email to
other user. Check that it is
received.

Open browser to helpdesk,
submit ticket successfully

ie, access database

Run various applications to
assess functionality

access information about
network traffic
Access information about device

e~



Al Integration

In response to the rapidly evolving cybersecurity landscape, this course
integrates Al throughout the enterprise infrastructure lifecycle. You will:

« Use Al assistants (NotebookLM, Ollama, LMStudio, Cursor) to accelerate
learning and problem-solving

* Develop Al-powered web applications using modern coding techniques
 Create intelligent chatbots to enhance customer service on your website
 Build automated and agentic workflows using platforms like N8N

« Implement Al-driven solutions for traffic analysis, incident detection, and
anomaly detection

 Leverage Al for professional documentation and reporting



w 1722721 on 4724
£ ?
g |Jan 31,21 |Feb7, 21 [Feb 14,21 |Feb 21,21 |Feb 28, 21 [Mar7, 21 |Mar 14, 21 |Mar 21, 21 |Mar 28, 21 |Apr 4, 21 [Aer 11,21 [Apr 1
- I -y Add tasks with dates 1o the timeline | s
Task February 2021 March 2021 April 2021
Mode ~  Task Name x| Duration ~ Start ~ Finish v |Predecessors ||| 22,242 28 30| 1 ;3 5,7 9 W 13,15,977 19,21,23,25,27 1,3 5,79 N ,;13,15,17,19,21,23,25 27,29 31,2 4 6,8 10,12,14,16 18 20,22, 2
1 |# 4 Group and Project Initialization 10 days Mon 1/25/21 Fri 2/5/21 _—
2 | Establish group communication 5days Mon 1/25/21 Fri 1/29/21 T
P Determine business type 5 days Mon2/1/21 Fri2/s/21 2
4 |+ Choose team name 5days Mon 2/1/21 Fri2/5/21 2
5 | » Identify team strengths. Sdays Mon 2/1/21 Fri2/5/21 2
&+ 4 Configure Networking 10 days Mon 2/8/21 Fri 2/19/21
T A Create network diagram Sdays Mon 2/8/21 Fri2/12/21 5
8 | Configure 1P & DNS settings on all host systems 5days Mon 2/15/21 Fri 2/19/21 7
9 A Configure routing on Pfsense firewall device 5days Mon 2/15/21 Fri 2/19/21 7
10 #» Configure routing on Router-LAN device 5days Mon 2/15/21 Fri 2/19/21 7
|+ Configure routing on Router-WAN device Sdays Mon 2/15/21 Fri 2/19/21 7
12 | # 4 Launch Website 50 days Mon 2/15/21 Fri 4/23/21
B |# Perform initial OS configuration on Web/Db server 5 days Mon 2/15/21 Fri 2/19/21
W # Choose web server software 5days Mon 2/15/21 Fri 2/19/21
5|4 Install & configure Apache web server software 2days Mon 2/22/21 Tue 2/23/21 14,13
16 |4 Choose website framework 2days Mon 2/22/21 Tue 2/23/21
17 | # Configure Apache for mod_wsgi use (Django support) 3days Wed 2/24/21 Fri 2/26/21 15,16
18 |4 Create Django project files 5days Mon 3/1/21 Fri3/5/21 15,1617
19 |# Select database type 5days Mon 3/1/21 Fri3/5/21
2 | » Install and configure MySQL database 5 days Mon 3/8/21 Fri3/12/21 19
21 |4 Connect database to Django application 5days Mon 3/15/21 Fri 3/19/21 20,18
2 |4 Build website interface 23 days Wed 2/24/21 Fri 3/26/21 16
a3 ¢ Integrate user authentication layer 5days Mon 4/12/21 Fri 4/16/21 20
u | # Add Paypal checkout support Sdays Mon 4/12/21 Fri4/16/21 20
5 | # Launch website and test functionality 20days Mon 3/29/21 Fri 4/23/21 22,21
26 | A 4 Launch Email System 35days Mon 3/8/21 Fri4/23/21
7 | > Choose email server software Sdays Mon 3/8/21 Fri 3/12/21
8 |+ Install & configure Microsoft Exchange 20 days Mon 3/15/21 Frid4/af21 27
g 2 » Test email system deployment 10 days Mon 4/12/21 Fri 4/23/21 28
$ 2|4 4 Launch Support Ticket System 35 days Mon 3/8/21 Friaf23/21
E 31 |+ Choose ticket system software solution 30days Mon 3/8/21 Fri 4/16/21
g 32 | Add AWS notification functionality (SMS/email support) Sdays Mon 4/19/21 Fri4/23/21 31
3 | # Build custom ticket system into website 5days Mon 4/19/21 Fri4/23/21 31
34 |4 4 Deploy Active Directory Domain 55 days Mon 2/8/21 Fri 4/23/21 I = > E == = ¥ =
3B |4 Install & configure DNS Server on WinSvr2008 host 5days Mon 2/8/21 Fri 2/12/21 I 1
36 | A Install & configure DHCP on WinSvr2008 host Sdays Mon 2/8/21 Fri2/12/21 D 1
37 | Install Active Directory role on WinSvr2008 host Sdays Mon 2/15/21 Fri 2/19/21 I
3B | # Configure Active Directory domain controller 5days Mon 2/22/21 Fri 2/26/21 37 Bfi
39 | #» Create AD user & computer accounts 5days Mon 3/1/21 Fri3/s/21 38 [} =0
(4 Join client machines to AD 15days Mon 3/8/21 Fri3/26/21 39 E 1 l
4 |4 Create and attach group policies 20days Mon 3/29/21 Fri 4/23/21 39 |§ = i i
2 |\ 4 Secure Infr: based on Fedi ideli 25days Mon 3/22/21 Fri 4f23/21 ;
a3 4 Perform network & vulnerability scans 5 days Mon 4/19/21 Fri 4/23/21 L
Lo b g Configure traffic rules on firewall and routers Sdays Mon 4/19/21 Fri 4/23/21 |
45 | Implement action items 25 days Mon 3/22/21 Fri 4/23/21 !
45 | A 2 Configure Monitoring System 30 days Mon 3/15/21 Fri 4/23/21
47 | A Initialize Tracker machine 2days Mon 3/15/21 Tue 3/16/21
3 | Install RHELS 3days wed 3/17/21 Fri 3/19/21 47 Ll
Q| Install and configure Elasticsearch on Tracker 5days Mon 3/22/21 Fri 3/26/21 48
50 | Configure Beats(Audit,Packet,Metric,File] on workstations 20 days Mon 3/29/21 Fri4/23/21 49 _—_ e
51 |4 Implement TLS required for enable authentication features 10 days Mon 3/29/21 Fri4/9/21 49 _j
2|4 ication to Elasticsearch Sdays Mon 4/12/21 Fri4/16/21 51 "—
53 | » Configure dashboard 15 days Mon 3/29/21 Fri 4/16/21 49 P ——
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Planning

Visualize your progress this week with a simple Kanban Board. Duplicate the framework if

you'd like more people or teams to participate in this same mural.

Team/ Team member name

lvensory
Network

Buid Bezic
Wied See

Buiid
Denzoeze

Backlog

Doing

Done

Project Board

Retrospectives

It's always a good time to reflect and learn from our mistakes. Once a week, complete a
retrospective with your team to reflect on what went well, what could be better, and what
you can do to make positive changes to your process.

Team/ Team member name

What went well

What didn't go well

Actions




Score ‘

Overall Score Component-based

77% 7%

il — e Auditin g al .
Compliance

Unanswered : 0%

Component Compliance by Subject Area

4 N

Access Control

* Component Summary
* Yes: 63%
* No: 29%
N/A: 9%

Strongest & Weakest subject
areas

Account Management
Boundary Protection
Disaster Recovery
Logging

Management
Management Practices
Password

Policies & Procedures General
Remote Access Control

Securing Content

Securing the Component
Securing the Router

Securing the System

System Integrity

User Authentication

o
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o
w
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o
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Pentest Week

ANALYSIS

* Over 100 failed log attempts

* High CPU & Memory Usage

* Multiple Snort alerts

CPU usage

Memory usage

2023-04-29
12:23:35

2023-04-29
12:22:49

2023-04-29
12:17:03

46%

- N U W U . W W W
88% of 3011 MiB

1 upp
1 ubppP
1 ubDP

P

Potential Corporate
Privacy Violation

Potential Corporate
Privacy Violation

Potential Corporate
Privacy Violation

........

68

68

[PRE R s

255.255.255.255 67
Q

255.255.255.255 67
Q

255.255.255.255 67
Q

[playerone@redhatcli ~]$ sudo last

admin

uuuuuuu

1:2022973
x

9072

1:202297
1:2022973

B x

ssh:notty 192.168.1.66
ssh:notty 192.168.1.66
ssh:notty 192.168.1.66
ssh:notty 192.168.1.66
ssh:notty 192.168.1.66
ssh:notty 192.168.1.66
ssh: 192.

e T

ET POLICY Possible Kali Linux hostname in
DHCP Request Packet

ET POLICY Possible Kali Linux hostname in
DHCP Request Packet

ET POLICY Possible Kali Linux hostname in
DHCP Request Packet

-f /var/log/btmp

Sat
Sat
Sat
Sat
Sat
Sat
Sat

Apr
Apr
Apr
Apr
Apr

29
29
29
29
29
29
29

20:
19:
19:
19:
19:
19:

10



What This Means
1. Using Al effectively is now a fundamental expectation of
° ° everyone at Shopify. It's a tool of all trades today, and will only
S I n Of T h I n S to C O m e grow in importance. Frankly, | don't think it's feasible to opt out of
g g learning the skill of applying Al in your craft; you are welcome to
try, but | want to be honest | cannot see this working out today,
° and definitely not tomorrow. Stagnation is almost certain, and

S h O p I fy C E O IVI e m O stagnation is slow-motion failure. If you're not climbing, you're

sliding.

2. Al must be part of your GSD Prototype phase. The prototype
phase of any GSD project should be dominated by Al exploration.
Prototypes are meant for learning and creating information. Al
dramatically accelerates this process. You can learn to produce

USing A\ effectively is now a something that other team mates can look at, use, and reason
VLRl I RSOl (i el el @ © Everyone, not just cyber related positions BISIIR e R AR et ke,
everyone at shopify.

3. We will add Al usage questions to our performance and peer
review questionnaire. Learning to use Al well is an unobvious
skill. My sense is that a lot of people give up after writing a
prompt and not getting the ideal thing back immediately. Learning
to prompt and load context is important, and getting peers to
provide feedback on how this is going will be valuable.

We will add Al usage to
guestions on our

4. Learning is self directed, but share what you learned. You

o|f you don’t use A|’ you can be let go have access to as much of the cutting edge Al tools as
possible.There is chat.shopify.io, which we had for years now.

performance and peer
rEVieW q Uestionnaire Developers have proxy, Copilot, Cursor, Claude code, all pre-

tooled and ready to go. We'll learn and adapt together as a team.
We'll be sharing Ws (and Ls!) with each other as we experiment

with new Al capabilities, and we’ll dedicate time to Al integration
in our monthly business reviews and product development cycles.

Before asking for more * We are not hiring
Slack and Vault have lots of places where people share prompts
=E L6 [l U (e NG TSI o Tasks needed at the company can be done by Al as default Hat they developed, lika #revenue-ai-use-cases and fial-gentaurs.
demonstrate that Al can nOt assu mption 5. Before asking for more Headcount and resources, teams must
do What you want done e To be hirab'e' one must bring value that Al cannot demonstrate why they cannot get what they want done using Al.

What would this area look like if autonomous Al agents were

already part of the team? This question can lead to really fun

*6 — Everyone means everyone. discussions and projects.
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Work Role Interests

* NICE Framework and the Cybersecurity Work Roles
* Cyberindustry.org

 Work Role Interest Form
e https://csusb.azl.qualtrics.com/jfe/form/SV 3sczDGAhEZwg46y




