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Different From Most Educational Experiences

• For weekly meetings
• Mic and video

• Themes throughout this experience will be maximizing your employability
• Attitudes, perspectives, insights, principles, proverbs, etc

• Roles
• Facilitator, Employer/manager
• Questions – Good and bad question





MeasureTask
Business Concept

List of items submittedIdentified three goods

List of items submitted
Identified three 
services

Project 
Management

Completed Chart PostedGantt Chart
Diagram is accurate - information is 
correct

Visio diagram of 
network

Accurate and complete
FedRAMP System 
Security Plan

Account 
Management

Access the network admin console
Network 
authentication

Log in as adminAdmin account
Log in as userUser accounts

log in as a guest user

Guest user 
account(such as 
consultant)

Web Management
Access website from browserWeb site created
access shopping cart on websiteShopping cart
purchase a goodpurchase goods
purchase a servicePurchase service

Database 
Management

Access database interfaceDatabase setup
Query database for list of goods and 
other queriesQuery db re goods

Email
Access the email server admin 
interfaceEmail server setup
Create a new user. Test email 
account.

User accounts get 
email access

Compose and send email to 
other user. Check that it is 
received.

users can email 
each other from 
within organization

Scripting
Script is run and behaves as 
intended

Automate admin 
tasks with python

Workstations
1 Windows 1 Red 
Hat

Authenticate as any user and 
access network as appropriate

Users can 
access/authenticat
e to network

Compose and send email to 
other user. Check that it is 
received.Users can email
Open browser to helpdesk, 
submit ticket successfully

Access to 
website/helpdesk

ie, access database
Access other 
services

Run various applications to 
assess functionality

Appropriate 
software to do 
work

Analytics
access information about 
network traffic

Network 
monitoring

Access information about device 
statusDevice monitoring



AI Integration
In response to the rapidly evolving cybersecurity landscape, this course 

integrates AI throughout the enterprise infrastructure lifecycle. You will:

• Use AI assistants (NotebookLM, Ollama, LMStudio, Cursor) to accelerate 
learning and problem-solving

• Develop AI-powered web applications using modern coding techniques

• Create intelligent chatbots to enhance customer service on your website

• Build automated and agentic workflows using platforms like N8N

• Implement AI-driven solutions for traffic analysis, incident detection, and 
anomaly detection

• Leverage AI for professional documentation and reporting









Auditing and 
Compliance

• Component Summary
• Yes: 63%
• No: 29%
• N/A: 9%
• Strongest & Weakest subject 

areas
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Pentest Week 
ANALYSIS

• Over 100 failed log attempts

• High CPU & Memory Usage

• Multiple Snort alerts
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Sign of Things to Come
Shopify CEO Memo

•Everyone, not just cyber related positions
Using AI effectively is now a 
fundamental expectation of 

everyone at shopify.

•If you don’t use AI, you can be let go

We will add AI usage to 
questions on our 

performance and peer 
review questionnaire

•We are not hiring
•Tasks needed at the company can be done by AI as default 

assumption
•To be hirable, one must bring value that AI cannot

Before asking for more 
headcount and resources, 

demonstrate that AI can not 
do what you want done

*6 – Everyone means everyone.
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Work Role Interests

• NICE Framework and the Cybersecurity Work Roles
• Cyberindustry.org
• Work Role Interest Form

• https://csusb.az1.qualtrics.com/jfe/form/SV_3sczDGAhEZwg46y


