Cybersecurity Career
Awareness and Exploration:

A Toolkit and Framework for Introducing Students to
Cybersecurity Career Opportunities

Y
' ; - Presented by: Dr. John Sands & Dr. Kristine Christensen
@l Date: November 15, 2024

NCY TE

CENTER







Cybersecurity Careers Toolkit

= Exploring Careers in Cybersecurity

EPNC RT_NG'--w * Reasons for Students to Pursue a Cybersecurity
e Career

= Overview of Academic Credentials
= Majors in Cybersecurity
" Industry-Recognized Cybersecurity Credentials

CYBERSECURITY . . o
CAREERS TOOLKIT = Cybersecurity Scholarship Opportunities

Unlocidng Cyber Success: Your Guide to Theiving In Security Careers.

= Building a Pathway to a Cybersecurity Career
= Engaging in Extracurricular Cybersecurity Activities

https://www.caeepnc.org/careertoolkit



Cybersecurity Careers Workbook

§PNC RING/+

EPNC CAREER COUNSELORS AND
ACADEMI! IC ADVIS! ORS

CYBERSECURITY
CAREERS WORKBOOK

= Exploring Cybersecurity Careers
= Considering Cybersecurity Careers

= Exploring Academic Credentials and Institutions in
Cybersecurity

= Exploring Cybersecurity Majors and Their Impact on
Career Prospects

= Cybersecurity Certification

= Exploring Cybersecurity Scholarship Opportunities
= Cybersecurity Career Pathways

= Exploring Cybersecurity Extracurricular Activities

https://www.caeepnc.org/careertoolkit



Cybersecurity
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Careers Quick Reference Sheet

The NICE Framework establizhes a comy
work ond workers regardiess of whers o

0 lexicon 1 describe cybarsecurity
‘or whom the

Cyber Career Pathways Tool

Interactively cxpiore the NICE Cybersecurity Waorkforcs Framewark occonding
o fivedistinct sxill communities and attrinutes for 52 work foles.

Cybersecurity for Students

Find rescurces and Inmatian for cyberecurly sTudents, mchiging eduction

CAE Institution Map

The CAE Institution mop showcaies the locations of CAEs designated by
tha NSA and the DHS in the field of cybersecurity education

cascommunity.arg/cae-map

Cyber.org - Career Profiles

Cyberang provides n cverview of Various cyber career protiles, oftaring
information and insights iato ditterent roles within the cyberiecurity field.

Cyber Seek - Heat Map and Pathways

Cyber Seek provides internctive tools and data 1o explors cybersecurity job
5, and coreer pathwarys in the United Stotes.

demand,

‘werm.cyberesk.org/index. hitmi
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Security Centification Roadmap - Paul Jerimy Media

T Security Canificotion Roodmap chars security implementation, architecture
management, ansals, oltersive, and defentive CRErGEAN CATCatIcn:.

pauljerimy.com/security-certification-roadmap/

ThreatMap by Check Point

An imteroctive visuo
activity and provides

1on 150! that dnplay real-time gicbal cyber throat
ihts nto the current eybersecurity lardsope.

Try Cyber Challenges by CISA

Try Cybar provides vorious cyber work role discoveryiexploration micro:
ehalienges, oftering an engaging way 1o expiore varicus cyber professions.

tryeyberialchalienges/

RING Cybersecurity Exploration

This link ‘eaet: to 0 portal for arvoling in RING Central enterprize troining
provided by MetDevGroup.

RING Curriculum Request Form

The KICE Framework stabilsnes @ Comman Meicon [ Bescribe CyBereouty
work and workers regardiess of whers of for wham the work I performed.

timyurt com/RINGCurTReq

https://www.caeepnc.org/careertoolkit




What is cybersecurity?

the art of protecting information, information
systems, networks, devices, and data from
unauthorized access and digital attacks

CYBER
SECURITY

Cybersecurity professionals:

= are responsible for ensuring confidentiality,

integrity, and availability of systems and
information.

= are employed across every sector of the economy.

= have a broad range of responsibilities aimed at

protecting digital assets, networks, and systems
from cyber threats.



Projected Growth of the Cyber Workforce

By the numbers:

= More than 1.1 million cybersecurity jobs available; but less than 500,000 professionals
are trained for them.

= Worldwide, there will be 3.5 million unfilled cybersecurity jobs.

= Cybersecurity is projected to grow by 20% in 2025, and 33% from 2023 to 2033.
= 71% of organizations report that the cybersecurity skills shortage has impacted them.
= | ess than 25% of the cybersecurity workforce is female.

* The median salary is $81,000



NICE Cybersecurity Workforce Framework

7 Categories
A high-level grouping of common
cybersecurity functions.

11 Competency Areas
Focus on capabilities in a
particular domain.

52 Work Roles

The most detailed groupings of
cybersecurity work comprised of
specific knowledge, skills, and
abilities (KSAs) required to
perform tasks in a Work Role.

Oversight and Governance (0G)

Provides leadership, management, direction, and advocacy so the organization may effectively manage cybersecurity-related risks to
the enterprise and conduct cybersecurity work.

Design and Development (DD)

Conducts research, conceptualizes, designs, develops, and tests secure technology systems, including on perimeter and cloud-based
networks.

Implementation and Operation (10)

Provides implementation, administration, configuration, operation, and maintenance to ensure effective and efficient technology
system performance and security.

Protection and Defense (PD)

Protects against, identifies, and analyzes risks to technology systems or networks. Includes investigation of cybersecurity events or
crimes related to technology systems and networks.

Investigation (IN)

Conducts national cybersecurity and cybercrime investigations, including the collection, management, and analysis of digital evidence.

Cyberspace Intelligence (CI)

Collects, processes, analyzes, and disseminates information from all sources of intelligence on foreign actors' cyberspace programs,
intentions, capabilities, research and development, and operational activities.

Cyberspace Effects (CE)
Plans, supports, and executes cyberspace capabilities where the primary purpose is to externally defend or conduct force projection in
or through cyberspace.

Work Roles W

https://www.nist.gov/itl/applied-cybersecurity/nice/nice-
framework-resource-center



CyberSeek: Heatmap

c oer SEEk INTERAC CAREER PATHWAY EDUCATION AND TRAINING PROVIDERS ABOUT :
CYBERSECURITY SUPPLY/DEMAND
HEAT MAP
Search State Q
All

Public-Sector Data

TOTAL JOB OPENIMGS

o Share

https://cyberseek.org

<> Embed



CyberSeek: Career Pathways
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https://cyberseek.org



Cyber Career Pathways Tool - NICCS

NICE Framework Work Roles & TKS Statements Now Updated

This tool presents a new and interactive way to explore work roles within the Workforce Framework for Cybersecurity (NICE Framework). It depicts the Cyber Workforce according tc

five distinct, yet complementary, skill communities. It also highlights core attributes among each of the 52 work roles and offers actionable insights for employers, professionals, an
those considering a career in Cyber. To start, select a work role below, or enter keywords in the search bar.

As a feature within Cyber Career Pathways Tool, the micro-challenges (TryCyber Of) consist of hands-on experiences that allow users to complete several core cybersecurity
workforce tasks. The following cybersecurity work roles have available micro-challenges: Data Analysis, Database Administration, Defensive Cybersecurity, Digital Evidence Analysi:
Incident Response, Network Operations, Systems Administration, Systems Security Analysis, Technical Support, and Vulnerability Analysis.

Explore the micro-challenges using the Tool below!

Cyber
Workforce
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https://niccs.cisa.gov/workforce-development/cyber-career-pathways-tool



Centers of Academic Excellence (CAE) Website

= CAE Institution
Map

Use the filters below to find
institutions that match your needs.

= Cybersecurity _
Career Explorer
* CAE Cyber
Competitions
Ates o

[] GenCyber Host ®

[C] scholarship for Service ®

[C] cyber Service Academy @

APPLY  RESET

| https://www.caecommunity.org/




Security Certification Roadmap

Security Certification Roadmap
nunicatior Security Assessment

IAM Security and Risk Management and Testing

ITIL Master

DEIEIES
(s

CREST
CRTIA

e [sor o |
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481 certifications listed | July 202«

https://pauljerimy.com/security-certification-roadmap/




Cybersecurity Scholarship Opportunities

L) \ ) :
1010“0033
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m Building equitable
pathways to
cybersecurity careers
CyberCorps®
Defending America’s Cyberspace

CyberCorps: Microsoft Last Mile:

Scholarship for Service https://www.lastmile-ed.org/
sfs.opm.gov microsoftcybersecurityscholarship




Extracurricular Activities

https://www.uscyberpatriot.org

https://www.gen-cyber.com https://nationalcyberleague.org

e
’ 10 10 Trg
. o Hack
picoCTF ‘Me



Additional Activities & Resources

Skills for AR/~
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i Learn

https://learn.microsoft.com/

. LUOMENIN
) CYBERSECURITY

https://www.wicys.org/

https://www.cisa.gov/careers/work-

rolescyber-and-it-interns




Questions?
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